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O HAMNPABJIEHU NHPOPMALIUA

[enapTaMeHT rocyaapcTBEHHOM NONUTUKKN B cdrepe obLiero obpasoBaHus
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspaboTtaHHble BpemeHHom
komuccuen Coeeta degepaumm No pas3suTmMio MHOOPMaLMOHHOIo obLecTBa
MeToANYECKME pekoMeHaaLmMm O pa3MeLLeHNMN Ha NHPOPMALIMOHHbBIX CTEHAAX,
oouumanbHbIX MUHTEPHET-CanTax U Apyrmx MHOPMaLMOHHbIX pecypcax
obLieobpasoBaTenbHbIX OpraHM3auUnin 1 OpraHoB, OCYLLECTBNSAIOLWMNX yNpaBeHne B
cthepe obpasoBaHus, tHopmMmauum o 6esonacHoM NoOBeAEHUN U UCMNOMb30BaAHUN CETU
"MHTepHeT".

Hvpektop [enapTtameHTa
A.E.TNETPOB

MpunoxeHwue

METOAMYECKUE PEKOMEHOALIUU
O PASMEWWEHUN HA UHOOPMALUMUOHHbLIX CTEHOAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U APYITUX UHOOPMALIMOHHbLIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALIMA N OPITAHOB,
OCYLWECTBNAOLWUNX
YNPABJIEHUE B C®EPE OBPA3OBAHUA, UHOPOPMALIUN O BE3OINMACHOM

NOBEOEHUU U UCINOJIb3OBAHUU CETU "MHTEPHET"

JKcneptamn n YneHamm BpemeHHon komuccum CoseTta Pegepaumm No pasBUTUIo
MHpOpMaLNOHHOro 0bLLecTBa B pamMmKax BbIMOMHEHMS pEKOMEeHOAUUN napaMeHTCKMX
cnywaHum "AKTyarnbHble BONpoCkl obecneveHnss 6e30nacHOCTU U pa3BUTUS OETEN B
NHopMaLnoHHOM NpocTpaHcTBe", koTopble npownn B CoeTte ®enepauun 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKME PEKOMEHAALMN O pasMeLleHnn Ha
MHPOPMALMNOHHBIX CTEHOAX, OPULManbHbIX UHTEPHET-canTax U Apyrux
NMHPOPMaLMOHHBIX pecypcax obLieobpasoBaTeribHbIX OpraHM3aLumi 1 OpraHos,
OCYLLECTBNAOLWMX ynpaBneHne B ccpepe obpasoBaHund, nHgopmaumm o 6e3onacHom
noBeaeHun 1 ncnonb3oBaHum cetn "MIHTepHeT" (Banee - metognyeckme
pekoMeHaauun).



MeToaunyeckne pekomeHgaunmn HanpasnieHbl Ha Ka4eCTBEHHOE MOBbILLEHNE YPOBHSA
NHOPMaLMOHHON AeATENBHOCTM 06Leobpa3oBaTerbHbIX OpraHn3aumni 1 OpraHos,
OCYLLECTBNAOLWMX ynNpaBneHne B ccpepe obpasoBaHus, B YacT MHPOPMUPOBAHWS
yyalumxcs, Ux poantenen (3akoHHbIX NpeacTaBuTenen) U negarorn4ecknx paboTHNKOB
00 OCHOBHbIX acnekTax MHopMaLMoOHHON 6e3onacHOCTH.

MeToanyeckme pekoMmeHaaumm no3eonsT obweobpasoBaTernbHbIM OpraHM3aumsam n
opraHam, OCyLLEeCTBSOLWMUM yrpaBrieHne B cpepe obpa3oBaHusi, akTyanm3npoBaTb
y>Ke UCMnonb3yeMble 1 pa3MeLleHHble MHPOPMAaLMOHHbIE MaTepuansbl, Tak 1
NOATOTOBUTb MX B CIlydae MX OTCYTCTBUS C YHETOM JyYLUMX NPAKTUK U PEKOMEHZALNIA.

B pamkax meToamnyecknx pekoMeHaaunin paccMaTpmBaloTCcsa cnefyowme NHCTPYMEHTHI:
1. NHOPMALIMOHHbIE CTEHAbI,
2. ohuumarnbHble NHTEPHET-PECYPCh;

3. cpeacTtBa maccoBon MHopMauuK (LUKOSMbHbIE ra3eThbl, Negarornyeckne n3gaHna un
Apyrue).

MUHdopmaumoHHbIe cTeHabI

Ha nHgopmMaumnoHHbIX cTeHaax B 0bLieobpasoBaTenbHbIX OpraHn3auusix,
pacrnonoXeHHbIX B oore yupexxaeHnn n B KabmHeTax, OCHaLEHHbIX NepCoHannbHbIMN
yCTponcTBamMu Ans Bbixoda B ceTb "IHTepHeT", pekomeHayeTCcs pa3mMecTuTb
NHPOPMaLNOHHbBIE NAMATKN, CoOAepXKaLlme OCHOBHble COBEThI No obecneyeHumto
MHOPMaLNOHHOM 6e30MacHOCTN yYaLLUXCS.

B npunoxeHun N 1 K MeToaM4YeckMM pekomMmeHaaumam npeacTasneH obpaseLl namaTku
ANs pa3MeLLeHnst Ha MHAOPMAaLIMOHHbBIX CTEHAAX.

CpenctBa maccoBoun UMH(popmauum

B cpeactBax maccoBoi MHbopMaLMK, OPUEHTUMPOBAHHbIX Ha 0by4atoLmxcs,
pekoMmeHayeTcsl B TedeHue y4ebHoro roga perynsipHo nybnvkoBaTb MHGPOPMALMOHHbIE
maTepuarbl, NOCBSILLEHHbIE OTAENbHbLIM acnekTaM MHOopMaLMOHHON 6e3onacHoCcTy, a
Takke pasnuyHble NaMsiTKM obLLero xapakrepa.

B cpenctBax maccosoun MHOPMaLMU, OPUEHTUPOBAHHbLIX Ha Neaarorn4yeckyto
00LEeCTBEHHOCTb, PEKOMEHAYETCS B TEYEHUE KaneHaapHoro roga perynspHo
ny6nvkoBaTe MHPOPMALMOHHbIE MaTepuarnbl, MOCBSALLEHHbIE OTAENbHbIM acnekTam
NHOPMaLNOHHOM B6e30MaCHOCTU Kak HECOBEPLLUEHHOSETHMX, TakK U
obweobpasoBaTenbHbIX OpraHn3auUnin, a Takke pasnuyHble NaMmaTku, 0630pbI
HOPMaTUBHO-NPAaBOBOIO PerynnmpoBaHus JaHHOW cdepbl U MHOPMaLMIO O aKTyarbHbIX
MEPONPUATUSIX N COBLITUSIX B AaHHOM cdhepe.

B xone npoBegeHusa EguHoro ypoka no 6esonacHoctu B cetn "MIHTepHeT"
pekomeHayeTcst 06ecneyunTb BbiNMyCcK TEMaTUYECKOro BbiNycka CpeacTBa MacCoBOM
nHdopmMauumn nmbo cepum NyéGnmkaunn, cpeamn KOTopbiX pacCMOTPETb OPraHN30BaHHbIE
MepOonpuUAaTUS Ans oby4valoLmnxca, Nx poantenen (3aKoHHbIX NpeacTaBuTenemn)
negarorm4yeckon obLLLEeCTBEHHOCTH.

OdmumanbHblie UHTEpHET-pecypchbl



O6weobpasoBaTenbHbIM OpraHM3auusamM pekoMeHayeTCca Ha CBOMX ohmumanbHbIX
NHTepHeT-pecypcax obecneuntbs PyHKLMOHNPOBAHNE CaAMOCTOSTENBHOMO U
crneunanuampoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHoOCTh", B paMkax
KOTOPOro npeaycMoTpeTb pa3MelleHne cneayrowen nHpopmarmm:

dopmaTt
npeacraBneHus
N Pasgen/nogpasgen mMaTepuanos CopepxaHue matepuarnos
PasmeLlatoTcsa Konmm JOKYMEHTOB, T.€e.
CKaHWPOBaHHbIN BapnaHT AOKYMEHTA,
COOTBETCTBYHOLNN TpeboBaHMAM K
napameTpam CKaHUPOBAHWSI.
JlokanbHble PasmeLlatoTca JOKYMEHTbI,
HOPMaTUBHbIE aKTbl B pernameHTUpyoLme opraHnsaumio n
cepe obecreyeHns paboTy C NnepcoHanbHbIMN LAHHbIMMU,
NHGOPMaLMOHHON Konun nnaHbl MEPONPUATUIN NO obecnevYeHnto
BesonacHocTK AOKYMEHTOB B MH(popMaumnoHHon 6e3onacHoCcTm
1.06yvatowmxcs dopmaTte *PDF obGyvatowmxcs n gpyrme.
My6nukytoTCa akTyanbHble CBEAEHUS O
deneparnbHbIX N perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BRacTu 1 apyrue
HOPMaTUBHO-NPaBOBblE JOKYMEHTHI,
pernameHTupyoLmne obecneveHune
MHdopMaUnoHHon Be3onacHoCcTn
HecoBepLUEeHHONeTHUX. [lonyckaeTtcsa
Konun BMECTO KON pasmeLLaTb rMnepcehbisikn
HopmaTtuneHoe OOKYMEHTOB B Ha COOTBETCTBYHOLLME AOKYMEHTbLI Ha
2.perynnuposaHune dopmaTte *PDF cavitax opraHoB rocygapCTBEHHON BMacCTu.
Pa3meLlatoTca metoamyeckune
pekoMeHJauun n ykasbliBaeTcs
TekcT Ha NHpopMaLmnsa 0 MeponpuUsaTUAX, NPoeKTax
CTpaHuLe canTa 1 nporpaMmmax, HarnpasfeHHbIX Ha
Konuwu noBbILLEHME NH(POPMaLMOHHOM
Meparornyeckum AOKYMEHTOB B FPaMOTHOCTU NeJarormyeckmx
3.paboTHunKam dopmaTte *PDF paboTHMKOB.
PasmelLaetcs nHpopmaLMoHHas namsaTka
(npunoxexue N 2) n ykasbiBaeTcs
NHpopMauunsa 0 MeponNpUAaTUAX, NPOeKTax
N NporpamMmmax, HanpasneHHbIX Ha
TexkcT Ha NnoBbILLEHME NH(POPMAaLIMOHHOMN
4.06y4arowmmes CTpaHuLe canTa rpaMoOTHOCTM OBy4atoLmxcs.
Poautensim (3akOHHbIM
npeacTaBUTENsAM) TekcT Ha Pa3mellaeTcsa nHpopmaumoHHas namsitka
5.06yvatomxcs cTpaHuue canta (npunoxeHue N 3).
PasmelLaetca nidopmaumsa o
pEeKOMeHAYyEMbIX K MCMOMb30BaHMIO B
[etckne 6e3onacHble  TekcT Ha y4yebHOM npoLecce GesonacHbIx canTax,
6.canTbl cTpaHuue canta 6aHHepbl 6e3onacHbIX 4ETCKUX CalTOB.

OpraHawm, ocyLlecTBNAWLWNM ynpasneHne B cpepe obpasoBaHns, pekoMeHayeTcs Ha
cBoux oduumanbHbix MIHTepHeT-pecypcax obecneuntb yHKLMOHMPOBAHNE
CaMOCTOSATESIBHOIO 1 cneymannampoBaHHoro pasgena "MHdpopmauymoHHas
6e3onacHOCTL", B paMKax KOTOPOro NpeayCcMOTPeTb pa3MeLLeHne criegytoLen
nHpopmauum:



MpunoxeHne N 1

NAMATKA

ONA OBYYAKOLWMXCA OB UHOOPMALMOHHON BE3OMNACHOCTU AETEN
HEJ1b3A

1. Bcem nogpsa coobuiatb CBOK YacTHYHO MHpopMaumto (HacToawme M, hammnumto,
TenedoH, agpec, HOMep LWKOfbI, a Takke dpoTorpadomum CBOWU, CBOEN CEMbU U ApYy3en);

2. OTKpbIBaTb BrIOXEHHbIE ddalsbl NIEKTPOHHOW MOYThI, KOrga He 3Haellb
oTnpaBuTens;

3. FpybuTtb, NpuanpaTbes, okasbliBaTb AaBrEHUe - BeCTU cebs HEBEXTMBO U
arpeccuBHo;

4. He pacnopsikanca geHbramm TBoen ceMbn 6€3 paspelleHms cTapLlumx - Bcerga
cnpawuBamn pogutenen;

5. He BcTpeyvaics ¢ IHTepHeT-3HaKOMbIMW B pearnibHOW XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY JOBeEpPSieLlb.

OCTOPOXHO

1. He Bce nuwyT npasgy. Yntaews o cebe Henpaeay B MIHTepHeTe - coobun 06 aTom
CBOUM POAUTENSM UNKN ONEKyHaM;

2. MpuvrnawatoT nepenncbiBaTbCs, Urpatb, 0OMeHUBaTbLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue ¢annos B VIHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBan B3pocCsibiM 0 Npobriemax B CETU - OHU BCerga nomoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTU, YTOObI HE NOTEPSATH CBOU
aKKayHTbl B COLICETAX U ApYrMX nopTanax.

MOXHO

1. YBaxawn gpyrnx nonb3oBaTenen;

2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienain CCbINKYy Ha Hero;
3. OTKpbIBaM TOSbKO T€ CCbISIKK, B KOTOPbIX YBEPEH;

4. O6LaTbCs 3a NOMOLLbIO B3POCIbIM - POAUTENM, ONEKYHbl U aAMUHUCTPaLUS CanToB
BCeraa noMoryT;

5. Nponan obyyeHne Ha cante "CeTeBUYOK" 1 NONYyYN NacnopT LUdPOBOro
rpaxxgaHuHal

Mpunoxexne N 2



MHO®OPMALIMOHHASA NMAMATKA
AnA obYYAKOLWUNXCA AnA PASMELLEHUA

HA O®UUUAJIbHbIX UHTEPHET-PECYPCAX

C KkaxkabIM roqomM MOSoAEXN B UHTEPHETE CTaHOBUTLCA 60nblue, a LWKOMNbHUKMA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeTta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M npobnembl. ATa NnamsaTKa AOMKHA NOMOoYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomnbloTepHble BUPYChI

KoMnbOTEpPHbBIN BUPYC - 3TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX MPpOrpamMm,
OTNUYUTENBHON OCOBEHHOCTBIO KOTOPOW ABMSIETCS CNOCOBHOCTL K pa3MHOXeEHUI0. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOSHOCTLIO YHUYTOXNUTb BCE
dannbl U gaHHble, NOAKOHTPOSIbHbIE NOMb30BATESD, OT UMEHM KOTOPOro bbina
3anylieHa 3apaxeHHasi nporpammMa, a Takke noBpeauTb UNn Jaxe YHUUTOXUTb
ornepaumoHHy0 CUCTEMY CO BCeMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pacnpoCTPaHAKTCA BUPYChbl Yepe3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. cnonb3yn coBpeMEHHbIE OnepaLmoOHHbIE CUCTEMbBI, UMEKLLME CEPbE3HbIN YPOBEHDb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdpoBsble 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrne o6HOBNEHUS CBOEN
onepaumoHHon cnuctemMbl. CkaunBam Ux TONbKO C ouLManbHOro camta paspaboTymnka
OC. Ecnu cyliecTByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTanm Ha cBOEM KOMMbLIOTEPE NMOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUNMHCTBY BPEAOHOCHbLIX MporpaMmm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHaNbHOM KOMMbLIOTEPE;

4. Vlcnonb3yn aHTUBMPYCHble NporpaMMHble NPOAYKTbl M3BECTHbLIX NPOM3BOAUTENEN, C
aBToMaTu4yecknum obHoBneHnem 6as;

5. Orpaqub q)I/I3VI‘-IeCKVIl7I OOCTYN K KOMMNbOTEPY OJ1A NOCTOPOHHUX 1AL,

6. cnonb3yn BHELWHWEe HOCUTEN MHPOPMaLIMK, Takne Kak doreLuka, ANCK unm amnn ma
WHTEpPHEeTA, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE dpalnnbl, NOMNyYeHHbIe N3 HEHaOEXHbIX MICTOYHUKOB.
[axe Te cannbl, KOTOpble NpuUcnan TBON 3HaKOMbIW. Jlydlle yTOYHW Y Hero, oTnpaBnan
1 OH Tebe unx.

Cetun WI-FI

Wi-Fi - 3TO He BuA nepegaym gaHHbIX, HE TEXHONOIMS, a BCEro nuilb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackaa komnaHmsa 3apernctpuposana 6perHg "WECA", uto
obo3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".



[lo Hawero BpemeHn gowna gpyras abbpesnaTtypa, KoTopas SABNAETCA TaKOM e
TexHonormen. 3to abbpesmatypa "Wi-Fi". Takoe HasBaHue ObINIO 4aHO C HAMEKOM Ha
cTaHdapT BbicLwen 3BykoBon TexHukn Hi-Fi, 4To B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENsX U aspornopTax SABMsSeTCA OTSIMYHON
BO3MOXHOCTbIO BbIX0[a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAalOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepnasai cBoto nu4yHyto nHdopmaumo yepes obuwenoctynHole Wi-Fi ceTtw.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. cnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuub cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonb3oBanun Wi-Fi oTkntoum pyHkumto "O6wmmr goctyn Kk doannam um
npuHTepamM". [laHHas yHKUUA 3aKpbiTa N0 yMOMYaHUIO, OOHAKO HEKOTOpbIE
nofib3oBaTeNM akTMBUPYIOT ee And ygobcTea ncnonb3oBaHusa B paboTe nnm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HAnpumMep ans
BbIX04a B coumnarnbHble CETU UIK B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MmobunbHom TenedoHe oTknoumn dyHkumio "lMogkntoyvenue k Wi-Fi
aBToMaTudeckun". He gonyckan aBToMaTn4eCcKoro nogkstoyeHnst yCTpoMCTBa K ceTam
Wi-Fi 6e3 TBOero cornacug.

CoumnanbHble ceTu

CoumanbHble ceTU akTUBHO BXOASAT B HaLly XXW3Hb, MHOTME ntoav paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpMpoBaH Munnunapg YenoBek, 4YTo
ABMSIETCA OQHOW CeabMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenu He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B CoLMaribHbIX CETAX, MOXeT ObITb
HangeHa 1 ncnosnb3oBaHa KeM yrogHo, B TOM Yucre He obs3atensHo ¢ bnarumum
HaMepeHNaMN.

OcHoBHble coBETbI N0 6€30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHunyb cnncok apysen. Y 1ebs B A4py3bsax HE OOMKHO ObiTb CryvyarHbIX 1
HEe3HaKoMbIX Noaen;

2. 3awumuian cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOErO POXAEHUS U APYTYIO NIMYHYO MHPOPMaLMIO. 3MOYMbILLUNIEHHUKN MOTYT
MCNonb30BaTh AaXe UHPOPMaLUIO O TOM, Kak Tbl U TBOM poaUTENN NNaHupyeTe
NPOBECTU KaHUKYIbI;

3. 3awmiian cBo penyTaumio - AEPXKM €e B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObI Apyr1e Nonb3oBaTeny BUAENW, Y4TO Thl 3arpyxaewb? MNogyman, npexae
4YeM 4YTO-TO onybnMKkoBaTh, HANUCaTb W 3arpy3nThb;

4. Ecnu Tbl rOBOpULLb C NOABMU, KOTOPbIX HE 3HaeLLb, HE UCMONb3YI CBOe pearibHoe
MUMSI U OPYrYHO NTIMYHYI0 MHGOPMALIMK: UMsI, MECTO XXMTENbCTBA, MECTO Yy4elbbl 1 NPoYeE;



5. N36eran pasmeleHns gotorpaduin B IHTepHETe, rae Tbl M300paXeH Ha MECTHOCTH,
MO KOTOPOW MOXXHO onpeaenTb TBOE MECTOMOSOXEHNE;

6. Mpwn pernctpaumm B coumanbHOM ceTu HeOBX04MMO UCNONb30BaTh CIIOXHbIE NAPONy,
cocrosime n3 BykB 1 LUGP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ans coumnanbHOM ceTn, NOYTbI U Apyrnx canToB Heo6XoaNMMO NCMNONbL30BaTb pa3Hble
naposnu. Toraa ecnu Tebs B3nomatoT, TO 3JTIOYMbILWWTEHHUKK NOJTyHaT AOCTYN TOJIbKO K
OQHOMY MEeCTY, a HE BO BCE Cpagy.

SﬂeKTpOHHbIe OEHbIn

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHAKO CyLLECTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TN OEHbIN.

3ﬂeKTpOHHbIe OeHbrv nodaBuJsinCb coecemMm HeaaBHO U MUMEHHO 13-3a 3TOro BO MHOIMMX
rocygapcrteax o CMX nop He rnporncaHo npo HUX B 3aKOHax.

B Poccumn e oHU OYHKUMOHUPYIOT N O HUX Y>Ke NMPONMCaHo B 3aKOHe, rae ux
pas3nenstT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBoauTb onepaumn 6es
naeHTMdmrKkaummn Nonb3oBaTens, a B HEaHOHMMHbIX MAEHTUMKALNA NONb3oBaTeNs
ABnseTcs obA3aTenbHOMN.

Takxke criegyeTt pasnuyaTh 3MEKTPOHHbIE dMaTHbIE AeHbrv (paBHbI rOCYAapCTBEHHbLIM
BarnTam) 1 ANEKTPOHHble HedomaTHble OeHbIM (He paBHbI FOCy4apCTBEHHbBIM
BanTam).

OcHoBHble coBeTbl No Ge3onacHol paboTe ¢ 3NEeKTPOHHBIMU AeHbramu:

1. MpumBsKM K cHETY MOBUIBbHBIN TenedoH. ATO cambii yaoOHbI 1 BbICTPLIA CNocob
BOCCTaAHOBUTb JOCTYN K cyeTy. [puBA3aHHbIN TenedoH NOMOXeT, ecniv 3abyaellb CBOM
nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA,;

2. cnonb3yn ogHopasoBsble naponin. lNocne nepexoaa Ha yCUIEHHYHO aBTOPU3aLUIO
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KpaXu Unn nepexsaTa NraTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTOo yragaTh CHOXHbIN
naposib. HagexHsle naponu - 3To Naponu, KoTopble cogepxaTt He MeHee 8 3HaKoB U
BKMtOYatoT B cebsi CTPOYHbIE N NPONUCHbIE OYKBbI, LMPbI N HECKOSBbKO CMMBOJSIOB,
TaKue Kak 3Hak gonnapa, yHTa, BocknuuaTernbHbI 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NMMYHbIE JaHHbIE HA CanTax, KOTOPbIM HE JOBepSAeLLlb.
OneKTpoHHas noyTa

ONeKTPOHHAas NoYTa - 3TO TEXHONOIMSA U NPeaoCTaBNsEMbIE €10 YCIyrn MO NEPECHINKE U
NOJSTYYEHMIO 3NEKTPOHHbBIX COOBLLIEHNI, KOTOPbIE PacnpenensitoTCs B KOMMNbIOTEPHON
ceTn. OBbI4HO AMEKTPOHHbIV MOYTOBLIN AWK BbIrNAANT Crieayowmm obpasom:
UMs_nonb3oBaTenda@ums_aomeHa. Takke KpoMe nepegadn npocTtoro TekcTa, UMeeTcs
BO3MOXHOCTb nepefasatb dpaunsbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOM NOYTOMN:



1. Hago BbIGpaTb NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NIMYHOM NoYTe NUYHY0 nHopmauuio. Hanpumep, ny4we Bbibpatb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn gByxaTanHy aBTopM3aunio. 3TO Korga NoMMMO Napons HY>XHO BBOAUTb
Kog, npucblinaemoin no SMS;

4. Bbibepu CnoxHbii naponb. [ns KaXgoro noYToBOro Auimka JOMmKeH ObiTb CBON
HaZEeXHbIN, YCTOMYMBLIN K B3/TOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb caMOMY CBOW JIMYHbIA BOMNPOC, UCMNOSTb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBKO MOYTOBbLIX AWMKOB. NepBblt 4151 YAaCTHOW NepenncKkun ¢
agpecartamu, KOTOpbIM Thl AOBEPSAELLb. OTO SNEKTPOHHLIN aApec He Haao
Mcnonb3oBaTh NPU perncTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan dhansnbl U Apyrue BroXeHUs B NMCbMax, AaXke ecrnn OHU NpuLm oT
TBOMX Apy3en. Jlyylle yToYHM Yy HUX, OTNPaBASann v oHn Tebe aTn pannsi;

8. Nocne okoH4YaHNA paboTbl HA NOYTOBOM CEpPBUCE Nepes 3aKpbITUEM BKITAAKM C
canToMm He 3abyab HaxaTtb Ha "BbiTn".

KnbepOynnuHr nnm supTyanbHoe n3geBaTensCcTBO

KnbepbynnuHr - npecrnegoBaHue coobLleHnsaMu, cogepxammMmm ockoponeHuns,
arpeccuio, 3anyrmpaHue; XyrmraHcTeo; coumarnbHoe BONKOTMPOBaHME C NMOMOLLbO
pasnUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocaricsa B 6on. Jlyywni cnocob: nocoBeToBaTbCA Kak cebsi BECTU N, eCNN HET
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavane ycnokonTtbca. Ecnu Tbl HavHeLwb
oTBeYaTb OCKOPOMEHNAMM Ha OCKOPOBNEHNS, TO TONMLKO eLle BonbLle pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytauymnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByPOT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AHOHMUMHbIM aKKayHTOM;

4. He cTtouT BECTU XynuraHcknin obpas BUPTYanbHOW XU3HW. VIHTEpHET oUKCUpyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yoanutb nx 0ygeT kpanHe 3aTpygHUTENbHO;

5. Cobntoaait cBo BUPTYarbHY YeCTb CMOSIOAY;

6. IrHopupyi eauHnYHbIN HeraTtve. OaHOpa30Bble OCKOPOUTENbHbIE COOBLLEHMS
nydwe urHopmposatb. O6bIMHO arpeccus npekpallaeTcs Ha HayanbHOW cTaanu;

7. Ban arpeccopa. B nporpammax o6bmMeHa MrHOBEHHbIMW COOBLLEHNAMMU, B
coumanbHbIX CETAX eCTb BO3MOXHOCTb BTOKMPOBKM OTMPaBKM COOBLLEHMI C
onpeneneHHbIX agpecos;



8. Ecnu Tbl cBugeTens knbepbynnuHra. TBou AeNCTBUSA: BbICTYNUTb NPOTUB
npecnegosaTens, nokasaTb emMy, Y4TO ero 4encTBUSA OLEHNBAIOTCA HeraTnBHO,
noaaepXaTb XepTBY, KOTOPOW HyXXHa ncuxonornyeckas NnoMoLLb, COOBLNTL B3POCIIbIM
0 (pakTe arpeccBHOroO NOBEAEHUSA B CETU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cMapTOHbI U NMaHLWeTbl coaepXkaT B cebe BnosHe B3pOoChbii
byHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaLMOHaPHLIMU KOMMbIOTEPaAMM.
OpHako, CpefcTB 3alUmTbl ANs NOA0OHbLIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
1 NOWUCK YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl y)Ke NpakTUYeCKU 4OrHanu HacTosfbHbIE
aHanoru, ogHako paclmpeHne yHKLMoHana BrieyeT 3a cobon 6onbLLY CITIOXHOCTb U
MEHbLLYIO 3aLULLIEHHOCTb.

[laneko He Bce npon3BoanTeEsiN BbiMyCKaroT obHoBnEHUS, 3aKpblBawLWME KPUTNHECKNE
YyA3BUMOCTU OJ1A CBOUX yCTpOVICTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUBHOro TenedgoHa:

Huyero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHbiM. Byab ocTopoXeH, BeAb korga Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKMe-TO NNaTHble
ycnyru;

Ayman, npexage 4em otnpaButb SMS, ¢ooTo nnun Bngeo. Tbl TOYHO 3Haelb, rae OHU
OByayT B KOHEYHOM UTOre?

Heobxoanmo oBHOBNATL OMepaLnoHHY0 CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yi aHTUBMpPYCHbIE NporpamMMbl 45t MOBUIbHBIX TENEOHOB;

He 3arpyaii NpunoxeHus oT HEM3BECTHOIO MCTOYHMKA, Bedb OHM MOTYT coaepXaTb
BPeAOHOCHOE NporpaMmMHoe obecrneyeHme;

Mocne Toro Kak Tbl BbINAELLb C CanTa, rae BBOAWUIT NIUYHYIO MHOpMaLMIo, 3anaun B
HacTponku 6paysepa n yganu cookies;

rlepI/IOLI,I/I‘-IeCKVI I'IpOBepFIIZ, Kakune nrnaTtHble YCIT1yrn akTuBMpoOBaHbl HA TBOEM HOMEPE;

[aBaii cBoii HoMep MOBUIBHOrO TenedoHa TONMbKO NOASAM, KOTOPbIX Tbl 3HaELLb U KOMY
[oBepsieLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOr4a Tbl UM He Nonb3yelbes. He 3abbiBan nHoraa
NpPoBEPSATb 3TO.

Online wvrpbl

CoBpeMeHHble OHNaNH-Urpbl - 3TO KPaco4Hble, 3axXBaTbiBalOLLME pPa3BNeYeHns,
00beanHsAILWME COTHN ThICAY YENoBeEK MO BceMy Mupy. VIrpokn nccneaytoT AaHHbIA UM
MUp, o6LLalTCa ApYr C APYroM, BbINOMHAT 3a4aHunst, CpaXatTcs ¢ MOHCTPaMK U
nony4aroT onbIT. 3a yAOBONBbCTBME OHM NNATAT: NOKYNaKT AMCK, ONnadynBatoT
aboHeMeHT nnu npnobpeTarT Kakme-To ONumn.



Bce aTv cpeacTtBa nayT Ha nogaepkaHue 1 pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCSH CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCS HOBbIE NaTyy
(umdbpoBble 3annaTtky 4ns NporpamMM), 3aKpblBaOTCS YSA3BUMOCTU CEPBEPOB.

B nogo6HbIX Mrpax cToMT onacaTbCsi He CTONbKO CBOMX COMEPHMKOB, CKOMbKO KPaXu
TBOEro Maporsi, Ha KOTOPOM OCHOBaHa cMcTemMa aBTopu3aummn 60MbLLUNMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOErO MrpoBOIro akKkayHTta:

1. Ecnn gpyron nrpok BegeT cebsa nnoxo nnu cosgaet tebe HeENPUATHOCTU, 3a6NoKnpymn
€ro B CN1cke UrpoKos,

2. I'I0>Kanyl7109| aadMUHUCTpPaTOopaM Urpbl Ha rnjioxoe noBegeHmne 3Toro Nrpoka,
XenaTtesibHO NPpUnoXXmnTb KakMe-T1o gokKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nMyHy0 MHopMaLumio B npodansie urpbl;
4. YBaxawn gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble natin n Mogbl;

6. Micnonb3yn crnoxHble 1 pasHble naponu;

7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUpPYC. [1oka Tbl Urpaellb, TBOM
KOMNbIOTEP MOTYT 3apasuThb.

dnwnHr nnn Kpaxa JIM4HbIX OaHHbIX

O6blYHOM Kpaxken OeHEer U JOKYMEHTOB CErofHs Y>Ke€ HUKOro He yAMBULLb, HO C
pa3BUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMbILLUNIEHHUKN NEPEMECTUIINCE B UHTEPHET, U
nNpoaomKarT 3aHMMaTbes "nobumsiM" genowm.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA UK (PULLKHT, rNaBHas uerb
KOTOPOro COCTOUT B NOSTy4EHMU KOH(PMAEHUMAnNbHbIX AaHHbIX NOfb3oBaTenen -
nornHoB 1 naponen. Ha aHrnunckom a3bike phishing untaetcsa kak puwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLINHIOM:

1. Cneawm 3a cBoUM akkayHTOM. Ecnun Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina
B3rloMaHa, To Heob6xoaMmo 3abnokMpoBaTh ee U COObLWMTL aAMUHUCTPAToOpaM pecypca
006 3TOM Kak MOXXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YUCIE, UHTEPHET-MarasnHoB U
MOWNCKOBbIX CUCTEM;

3. Vicnonb3yi crnoxHble 1 pasHble naponu. Takum obpasom, ecnu 1ebst B3niomatroT, TO
3M10yMbILLMEHHWKM NOoNyYaT AOCTYN TOMBbKO K OAHOMY TBOEMY NPOUIIIO B CETU, a@ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To Heob6xoaAMMo NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsaX, O TOM, YTO TebsA B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCa Cnam M CCbIfIKM Ha PULLMHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naposb (PIN) Ha MobunbHbIM TenedoH;



6. OTknouYKn coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan hansnbl U gpyrue BrioXeHUs B NMCbMax, AaXke ecrnv OHU NpuLv oT
TBOMX ApYy3en. Jlydlle yTOYHM Yy HUX, OTNPaBASann fiv oHn Tebe aTn pansbl.

Lndposasg penytaums

Lindbposas penytaumsa - 3To HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupyowaa nHdpopmMmauus, pasMmeLLleHHasa B UHTEPHETE, MOXET cepbe3HbIM
obpasom OTpasnTbCAa Ha TBOEW pearbHoM Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPbIN hopMmpyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTeNbCTBA, Y4ebbl, TBOE (PUHAHCOBOE MONOXEHNE, OCOBEHHOCTH
XapakTepa 1 pacckasbl 0 65IM3KUX - BCe 3TO HaKannMBaeTCs B CETU.

MHorve noapoCTKM NEerkoMbICAIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauum B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thl Jaxe He CMOXellb Aoragatbca
O TOM, YTO (poTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON oTKasa NPUHATb
Teba Ha paborTy.

KoMmeHTapuu, pasmelleHne TBoMx poTorpadun n apyrme 4enctems MoryT He
NCYE3HYTb Aaxe nocne Toro, Kak Tbl X yaanuib. Tbl HE 3HaeLlb, KTO COXpaHun 3Ty
MHoOpMauuio, nonana M oHa B NOMCKOBbIE CUCTEMbI U COXpaHUIIach N oHa, a
rmaBHOE: YTO NoAyMaloT O Tebe oKpyXatoLue Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaumio MHOro neT CnycTsi CMOXeT Nobon - kak U3 Aobpbix NOdyKaeHn,
Tak U C HAMepPEeHMEM MPUYNHUTE Bpes. OTO MOXeT BbITb KTO YrogHo.

OcCHOBHbIE COBETLI NO 3aLMTE LNMPPOBON penyTaLmm:

1. Moayman, npexae 4em 4YTo-To NybrnmMkoBaTh U Nnepegasath y cebsi B 6rnore unv B
coumnanbHoOu ceTu;

2. B HacTporkax Nnpoguns yCTaHOBU OrpaHMYeHnst Ha NpoCMOTpP TBOEro npodunsa n ero
coOEepPXXMMOro, caenamn ero Tonbko "ansa gpysen';

3. He pasmeLllan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnaTb
nnm obmxaTb.

ABTOpPCKOE nNpaBo

CoBpeMeHHbI€e LUKOMbHUKN - aKTUBHbIE NOSib30BaTeNy LMEPOBOro NpOCTPaHCTBA.
OpHako ganeko He BCce 3HatoT, YTO NOSib30BaHME MHOTMMU BO3MOXHOCTSIMU LLMGIPOBOIro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy COBCTBEHHOCTb.

TepMuH "nHTENNekTyanbHass CO6CTBEHHOCTL" OTHOCUTCS K pas3nnyHbIM TBOPEHNAM
4YerioBeYEeCKOro yma, HaymHasi C HoBbIX M300peTeHnin U 3HakoB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTbI U YCIYrn, U 3aKkaH4MBas KHUramm, potorpacunsamu,
KWHOUIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt cobCTBEHHOCTb HA NPON3BEAEHUS
HayKku, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum
TOrO, YTO UHTENNEKTYaNbHbIA/TBOPYECKUIA TPy aBTOpa He ByaeT HanpacHbIM, 4acT eMy
cnpaBeasnvBble BO3MOXHOCTU 3apaboTaTb Ha pe3yrbTaTtax CBOero Tpyaa, nonyynTb
N3BECTHOCTb W Npu3HaHune. H1kTo 6e3 pa3pelleHnsi aBTopa He MOXXET BOCNPOM3BOAUTb
ero npovsBefeHne, pacnpocTpaHsiTb, NyGINYHO AEMOHCTPUPOBATL, NPOAaBAaTD,



MMNOPTUPOBATb, MycKaTb B NPOKaT, NyOrMYyHO NCMOMHATL, NOKa3bIBaTb/UCNONHATL B
adupe unu pasmelyaTtb B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecneyeHns MoXeT NPUBECTU K MHOTUM
puckam: OT NOTEPU AaHHbIX K TBOUM akkayHTam 0 GrIOKMPOBKM TBOErO YCTPOMCTBA, rae
yCTaHOBIEeHa HeneranbHasa nporpamMmma. He ctont Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O noptane

CeTeBUYOK.p - TBOM rMaBHbIM COBETYUK B CETU. 34€Cb Thbl MOXeLLUb Y3HaTb O

6e30nacHOCTM B CETU NOHATHBIM U AOCTYMHbLIM S3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON CUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHATbL ydacTme B

KOHKypCax 1 cTaTb camMbIM LUPPOBLIM rpaxgaHnuHom!

Mpunoxexne N 3

NMAMATKA Ons POAUTENENA OB UH®OPMALMOHHOW BE3ONACHOCTU OETEN

OnpepeneHne TepmmHa "MHpopmaumoHHasa 6e3onacHOCTb AeTeN" COOEPXKNUTCA B
depeparnbHoMm 3akoHe N 436-93 "O 3awmte geten oT MHpopmMaumm, NPUYNHSIIOLLEN
Bpen NX 300POBbIO N PasBUTUIO", Perynmpyowmm OTHOLLEHNS, CBA3AHHbIE C 3aLLNTON
aeTen ot nHopmaumm, NPUYKHSAIOLWLEN Bpea UX 340p0BbI0 U (MNK) pasBUTUIo.
CornacHo gaHHOMy 3akoHY "MHopMaLnoHHas 6e30nacHOCTb AeTeN" - 3TO COCTOSAHME
3aLMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYNHEHNEM
MHopMaumnen Bpeaa nx 3gOpoBbHo U (Mnn) PU3NYECKOMY, MCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepansHoro 3akoHa N 436-O3 nHpopmaumen, npudnHAoLLEN Bpes
3[0pPOBbIO U (MNN) Pa3BUTUIO OETEN, ABMSAETCA:

1. HOpMaLms, 3anpeLLeHHas ans pacnpocTpaHeHNa cpeaun aeTen;

2. NHopMaLnA, pacnpoCcTpaHeHNe KOTOPOW OrpaHNYeHo cpean aeTen onpeneneHHbIX
BO3paCTHbIX KaTeropui.

3. K uHdopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean eTen, OTHOCUTCS:

4. nHpopmaumsa, nobyxxgarowas AeTEN K COBEPLUEHNIO AENCTBUI, NPEACTaBNSOLWMX
Yrpo3y UX XU3HU 1 (UNN) 340POBbIO, B T.4. NPUYUHEHUIO Bpeda CBOEMY 340POBbLIO,
camoybunncray;

5. cnocoBHOCTb BbI3BATL Y AETeEN XeraHue ynotpebutb HapkoTUYeckme CpeacTea,
NCUXOTPONMHbIE U (UNN) oAypPMaHUBaloLLIMe BelllecTBa, TabayHble n3nenus,
ankoronbHy0 1 CNMpTOCOAEpP KaLLyt NPOAYKLMIO, MMBO U HANUTKWU, U3roTaBMBaeMble
Ha ero OCHOBE; MPUHSATL y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYLIMEN,
OPOASKHUYECTBOM UM NONPOLLARHNYECTBOM;

6. o60CcHOBbIBaOLLAS UK onpaBblBaloLLas JONYCTUMOCTb HAacUnImsa n (Unu)
XecTokocTn Nnbo nobyxaatoLlasi OCyLLEeCTBNATb HACUNbCTBEHHbIE ENCTBUSA MO
OTHOLLEHWIO K NII0AAM U XXUBOTHbIM;

7. oTpuuatoLLas ceMenHble LEHHOCTU 1 (hopMUpyoLLLaa HEYBaXXeHME K pOaUTENAM U
(vnn) gpyrum YneHam cembi;

8. onpaBabiBatoLLas NPOTUBOMNPABHOE NOBEAEHWE;



9. cogepxallasn HeLeH3ypHyto 6paHb;
10. cogepxawas MHpopmaumo NopHorpadnyecKoro xapakrepa.

K nHopmaumm, pacnpocTpaHeHne KOTOPOW OrpaHNUYeHo cpean geTen onpeneneHHoro
BO3pacTa, OTHOCUTCS:

1. nHopMaLusi, NpeacTaBnsiemast B Buae n3obpaxeHnst Unm onmcaHust )XeCToKoCTH,
dm3nyeckoro u (UNn) NCUXMYECKOro HaCUNUS, NPECTYNNEHMS U UHOTO
aHTMOOLLLECTBEHHOIO AEVNCTBUS;

2. BbI3blBalOLLAgA y AeTen CcTpax, yac unu naHuky, B T.4. npeacraBnsemMas B Buae
n306pakeHnsa nnm onucaHns B YHKatoLWen YenoBeyeckoe JOCTOMHCTBO hopme
HeHacunbLCTBEHHOW cMepTH, 3aboneBaHnsi, CamoybumncTea, HeCHacTHOro criyyas,
aBapuu nnu katactpodbl 1 (UKN) UX NOCNEACTBUN;

3. npeacTaBnseMas B BUAEe U300paXkeHUsa nnm onncaHus nNonoBbiX OTHOLIEHUA MexXay
MY>KYMHOW U XKEHLLMHON;

4. copgepxallasa 6paHHble CroBa 1 BblpaXkeHusi, He OTHOCSILLMECS K HELLeH3YPHOM
OpaHu.

C yyeTom atoro Bam npegnaratotca npasuna padotbl B ceTn IHTepHeT ons
pasnU4YHbIX BO3PacTHbIX KaTeropum, cobniogeHne KoTopbix NO3BoNUT obecnedntb
MHOPMaLUNOHHYO 6e30NacHOCTb BalUnNX OETEN.

O6wwue npaBuna ons poantenen

1. He3aBncumo ot Bo3pacTa pebeHka ncnonb3ynTe nporpaMmmHoe obecneveHume,
nomoratoLliee punbTpoBaTb U KOHTPONMPOBATbL UHPOPMALUIO, HO He nofaranTech
NOMHOCTBIO Ha Hero. Bale BHMMaHWe K pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHok MMeeT akkayHT Ha O4HOM M3 coumanbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTenbHO U3y4nTe, Kakyro
NHOPMaLMI0 MOMELLAIT €ro y4aCTHUKN B CBOUX Npodunnsax n 6norax, Bknoyas
doTorpacum n suaeo.

3. MpoBepbTe, C KakMMK ApyrMmMu canTamMmm CBA3aH coumanbHbIi cepBuc Bawero
pebeHka. CTpaHuykn Bawero pebeHka moryT 6biTb 6€30MacHbIMKU, HO MOTYT U
coaepXkaTb CCbIfIKM Ha HexenaTterbHble 1 onacHble canTbl (HanpMMep, MOPHOCAWT, UNnn
caunT, Ha KOTOPOM ApYyr YNOMUHAET HOMepP COToBOro TenedoHa Balwero pebeHka unm
Baw gomawHmnin agpec)

4. MNoowpsnte Bawwnx geten coobwats 060 BCEM CTPAHHOM UMK OTTaNKMBAOLWEM U HE
CMMLLKOM OCTPO pearnpymTe, Korga OHu 3To genatoT (M3-3a onaceHus NoTepsaTb JOCTYN
K IHTEpHETY AeTn He roBOpAT poauTensam o npobnemax, a Takke MoryT HadyaTb
ncnonb3oBaTb VIHTEpHET BHE AOMa W LUKOSbI).

5. ByabTe B Kypce ceTeBow Xu3Hun Bawwero pebeHka. IHTepecynTech, KTO UX Apy3bs B
NHTepHeT Tak xe, Kak MHTepecyeTecb peasibHbIMU APY3bsiMU.

Bospact o1 7 oo 8 net

B NHTepHeTe pebeHOoK cTapaeTca NOCETUTb Te UMK MHbIE CanlTbl, @ BO3MOXXHO U YaThl,
paspeLLeHne Ha NnoceLleHne KOTOPbIX OH He nony4un 6bl OT pogutenen. MNMoatomy



poauTensam ocobeHHO nonesHbl byayT Te OTYeTbl, KOTOPbIE NPEAOCTaBNATCA
nporpammamMmm no orpaHnyeHuto ncnosb3oBaHna VIHTepHeTa, T.e. Poantensckui
KOHTPOJSIb UIK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX (bannax. B pesyneTtate, y
pebeHka He ByaeT oLlyLLeHWs, Y4TO 3a HUM BeAeTCA NOCTOAHHbIN KOHTPOMb, O4HAaKo,
poauTenu 6yayT no-npexHeMy 3HaTb, KakMe canTbl nocelaeT nx pebeHok. [letn B
AaHHOM BO3pacTe 0bnagatT CUIbHbIM YyBCTBOM CEMbM, OHU LOBEPYMBbLI N HE
COMHeBatoTcs B aBTopuTeTax. OHM NobAT urpatb B CeTEBbIE UIPbl U NyTELECTBOBaTb
no NHTepHeTy, UCMOonb3ys SNEKTPOHHYIO NOYTY, 3aX0A4UTb Ha CalTbl U YaTbl, He
pekoMeHO0BaHHbIE poauTENsMU.

CoBeTbl No 6e3onacHocTn B ceTn MHTepHeT ons geten 7 - 8 net

1. CosganTe cnMcok JOMaLLHMX NpaBuil noceleHns VIHTepHeTa npu y4actumn geten un
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi BpEMEHHbIX HOPM HaxoXaeHus 3a
KomnbtoTepoM. Nokaxnte pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOToMy 4YTO Bam
3TO X04eTcs, a noTomy Yto Bbl 6ecnokonTtech 0 ero 6e3onacHOCTU U BCeraa rotosbl
€My NoMoub.

3. KomnbtoTep ¢ noakntodeHnem K MHTepHeTy JOMmKeH HaxoanTbCs B obLen KoMHaTe
nos NPUCMOTPOM poauUTESIEN.

4. VicnonbaynTte cneuuanbHble 4eTCKMEe NOMCKOBbIE MAaLUMHbI.

5. cnonb3ynTe cpeactea 6nokMpoBaHUs HeXxenaTenbHOro KOHTEHTa Kak 4OMNOSTHEHNE
K cTaHAapTHOMY PoautenbCckoMy KOHTPOSTH.

6. CosgainTte CEMENHbIN ANTIEKTPOHHbIN SALLMK, YTOObLI HE MO3BONUTL AETSAM UMETb
cobCcTBEHHbIE agpeca.

7. BnoknpymnTte gocTyn K cantam ¢ 6ecnnaTtHbIMU NOYTOBLIMU ALLIMKAMUN C MOMOLLbHO
COOTBETCTBYHLLEINO NPOrpamMmMHOro obecneyeHus.

8. NpuyunTte geten cosetoBaTtbecs ¢ Bamun nepeq onybnmkoBaHnemM kakomn-nnbo
MHOPMaUUKN cpeacTBaMm INEKTPOHHOW NOYThI, YATOB, PerMcTpaLmMoHHbIX (hopm 1
npodgounen.

9. Hayuute geten He 3arpyxaTb hansnbl, NporpaMmmbl UM My3blKy 6€3 BaLlero
cornacus.

10. He paspelante getsam ncnonb3oBaTb CrAy>KObl MTHOBEHHOIO 0OMeHa
coobeHnamu.

11. B "6enbin" cnncok cantoB, paspeLLEHHbIX A1 NOCeLeHNs, BHOCUTE TOSbKO CauThbl
C XOopoLlen penyTtaumnen.

12. He 3abbiBante 6ecegoBath ¢ 4eTbMu 06 Ux Apy3bsix B MHTepHeTe, Kak ecrnv bbl
peyb LWia 0 APY3bsaX B peanbHOW XU3HW.

13. He penante "Taby" n3 BONpOCOB NOSIOBOW XWU3HW, TaK Kak B IHTepHeTe AeTu MoryT
Nerko HaTKHYTbCA Ha NOpHorpaduio UnNn canTsl "ansa B3pocrbIxX".

14. Mpuy4unte Bawero pebeHka coobaTb Bam O NobbIX yrpo3ax unun Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTeCb CMOKOMHBIMW U HANOMHUTE OETAM, YTO OHU B



Ge3onacHOCTW, ecnv caMu pacckasanu BamMm O CBOMX TpeBorax. [oxeanurte nx u
NOCOBETYNTE NOLOWTM eLLe pa3 B NOAOOHbIX CriyyYasx.

Bospact geten ot 9 oo 12 net

B naHHOM Bo3pacTe AeTu, kak NpaBumo, yxe HacrbllwaHbl 0 TOM, Kakast UHopmaums
cywiectByeT B MIHTepHeTe. CoBEpLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBUAETD,
npoYecTb, ycnbiwaThk. Mpy 3TOM HY>KHO MOMHUTb, YTO JOCTYN K HEXenaTesnbHbIM
maTepuanamMm MOXHO nerko 3abrokupoBatb Npy NOMoLWm cpeacTe Poantenbckoro
KOHTpOIS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 go 12 net

1. Co3ganTe cnMcok OMaLUHUX NpaBui noceweHns VIHTepHeT npu y4acTnmn geTen un
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi HOpM HaxoXaeHNS 3a KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkom rnpu paboTe 3a KOMMLITEPOM, NOKaXUTe eMy, 4To Bbl
BGecnokonTecb 0 ero 6e30nacHOCTM 1 BCeraa roToBbl Oka3aTb €My NMOMOLLb.

4. KomnbloTep ¢ nogkntoyeHmem B VIHTEpHET OOMKEH HAaXoanTbCSA B 00LLEN KOMHaTe
nog NPUCMOTPOM PoaUTESNEN.

5. Ncnonb3yiiTe cpeacTea 6rokMpoBaHust HexxenaTenbHOro KOHTEHTA Kak JOMOMHEHWE
K cTaHO4apTHOMY PoanTenbcKoMy KOHTPOJIO.

6. He 3abbiBaliTe NnpMHMMaTbL HENOCPEACTBEHHOE y4acTue B XM3HU pebeHka,
BecenoBaTb C AeTbMU 00 X Apy3bsx B HTepHeTe.

7. HactamBawnTte, 4Tobbl 4€TU HMKOrAA HE cornaluanunucb Ha NM4YHbIE BCTPEYN C
apy3bamu no IHTepHeTy.

8. lNo3BonanTe AeTaM 3axoanTb TOMbKO Ha canTbl U3 "6enoro” cnmcka, KoTopblii
co3ganTe BMECTE C HUMMW.

9. MpunyyunTe geTen HMKoraa He BblgaBaTb JIMYHYHO MHPOPMaLMIO cpeacTBaMu
3NEKTPOHHOM MOYThLI, HYaTOB, CUCTEM MIHOBEHHOIO 0OMeHa coObLLEeHNAMMU,
perncTpaunoHHbIX POPM, JIMYHLIX NPOdOUNEN U NpPU perucTpaumm Ha KOHKYPChbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspelwleHnsa. O6bscHuTe
MM, YTO OHU MOTYT CIly4arHO 3arpy3vTb BUPYCbI UM ApYyroe HexernartenbHoe
nporpamMmmHoe obecneveHue.

11. Cospgante Bawemy pebeHKy orpaHMYEeHHYI0 YY4ETHYIO 3anuchb Ans paboTbl Ha
KOMMbloTepe.

12. Npuyunte Bawero pebeHka cooblaTe Bam 0 NobbIX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanomMHuTe geTsam, 4To oHM B 6e30nacHOCTU, ecrnm camu
pacckasanu Bam O CBOMX TpeBOorax u onaceHusx.

13. PacckaxuTe getsam o nopHorpadum B NHTepHeTe.

14. HactamBante Ha TOM, YTOObI AeTU NPeaoCTaBNANN Bam LOCTYN K CBOEN
3NEKTPOHHOM NoYTe, YTOOLI Bbl YOEaANIMCh, YTO OHM He 06LaTCa C He3HaKoMLUaMu.



15. OGbACHUTE AETSAM, YTO HENb3s UCMONb30BaTh CETb AN XyIUraHCTBa,
pacnpocTpaHeHns CreTeH UMK yrpoa.

Bospact geten ot 13 go 17 nert

B aTom Bo3pacTe nogpoCTKM akKTUBHO UCMOMb3YHT NMOMCKOBbIE MALLMHBI, MOMb3YHTCS
3MEeKTPOHHOM MOYTON, cnyk6amMmmM MrHOBEHHOIrO 06MeHa COOBLLIEHNSIMU, CKaYnBatoT
My3bIKy 1 unbMbl. Manbymkam B 3Tom Bo3pacTe 6orblue No HpaBy CMeTaTb BCe
OrpaHUYeHns1, OHM XaxayT rpyboro tomMmopa, asapTHbIX Urp, KAPTUHOK "ans B3pocnbIX".
[leBoukM npegnounTaloT 0bLaTbCs B YaTax, Npy 3TOM OHUM ropasgo 6onee
YyBCTBUTESbHbI K CEKCYarnbHbIM JOMOraTenscteam B IHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTensaM yxXe BeCbMa CrOXHO KOHTPOSIMpOBaTb CBOUX
aeTen, Tak kak 06 VIHTepHeTe OHM yXKe 3HatoT 3HaYMTENbHO 6osbLIE CBOMX poaUTENEN.
Tem He MeHee, He oTnyckauTe AaeTen B "cBobOAHOE NnaBaHue" no MHTepHeTy.
CTrapanTecb akTMBHO y4yacTBoBaTbh B 00LieHN pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobnogaTts npasuna MHTepHeT-6e30nacHOCTY -
cornawleHue mexay pogutensmu n geteMu. Kpome Toro, He06xo4MMo Kak MOXHO Yalle
npocmaTpuBaTb OTYETLI O AeATeNnbHOCTM AeTen B VIHTepHeTe. Cneayet obpaTtutb
BHMMaHMe Ha HeOBXOANMMOCTb COAEPKaHUS POAUTENBCKUX Naponen (naponen
aAMUHUCTPATOPOB) B CTPOroM cekpeTe n 06paTtnTb BHAMAHUE Ha CTPOroCTb 3TUX
naponewn.

CoBeTbl N0 6e3onacHoOCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe cnMcok 4OMalLHUX NpaBun nocelleHnsa MHTepHeTa npy yvyactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BoinosiHeHmsi. ObroBopuTe ¢ pebeHKkoM
CMUCOK 3anpeLleHHbIX canToB ("4yepHbIn cnmcok"), yackl paboTel B IHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B MIHTepHeTE (B TOM Yucne B 4YaTax).

2. KomnbloTep ¢ NoaknoyYeHneM K cetm MHTepHeT A0MKEH HaxXoaAnTbCA B 0bLLEen
KoOMHaTe.

3. He 3abbiBanTe 6ecefoBath ¢ AeTbMu 06 nx Opy3bsx B VIHTEpHeTe, 0 TOM, YEM OHU
3aHATbLI Takum obpasom, 6yaTo peyb MaeT o ApYy3bsixX B pearnbHON xun3Hn. CnpalumBanTte
0 NAsX, ¢ KOTopbiMK AeTn obLaoTca NoCpeacTBOM Cny6 MrHOBEHHOro obmeHa
coobLeHnamMm, YTobbl yoeamTbes, YTO 3TU NOAN UM 3HAKOMBbI.

4. VcnonbayinTe cpeactea GroOKMPOBaHMS HeXenaTenbHOro KOHTEHTa Kak JoMoIHeHne
K cTaHOapTHOMY PoauTenbcKoMy KOHTPOTHO.

5. Heobxogmmo 3HaTb, kKakumMu YaTamu nonb3ytotca Bawwn getn. Moowpante
NCnonb30BaHME MOAEPUPYEMBIX HaTOB N HacTamBanTe, YToObl AeTn He obLwanunch B
NPUBATHOM peXume.

6. HactanBante Ha ToM, YTOObI 4ETU HMKOr4a HE BCTPEYanuch fIMYHO C APY3bsSMU U3
ceTn NHTepHerT.

7. MNpnyyunte geten He BbldaBaTb CBOK JIMYHYKO MHAOPMALINIO CpeacTBaMu
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLeHnsmn,
perncTpaunoHHbIX OPM, JIMYHLIX NPOdUNEN U NPU perucTpaLmm Ha KOHKYpPChl B
NHTepHeTe.



8. MpuyunTte peten He 3arpyxaTtb Nporpammbl 6e3 Bawero paspewerus. O6bacHuTe
UM, YTO OHM MOTYT CIly4anHO 3arpy3uTb BUPYCbl UM OPYroe HexenaTenbHoe
nporpamMmmHoe obecneveHue.

9. Mpuyunte Balero pebeHka coobLiaTe BaM 0 NoBbIX yrpo3ax unu Tpesorax,
CBsi3aHHbIX C IHTepHeTOM. HanomHuTe AeTsM, 4TO OHM B 6e30MacHOCTH, ecnmn camm
pacckasanu BaM, O CBOMX yrpo3ax unm tpesorax. [loxsanute ux n nocoBeTyinTe
NoaoNTKM eLle pa3 B NOA0OHbIX Cryvasx.

10. Pacckaxute getsam o nopHorpadpum B MIHTepHeTe. [lomornte um 3awmtntbes ot
crnama. HayuyuTe nogpocTKoB He BblaaBaTb B IHTepHeTe CBOero pearibHOro
9NEKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTtesnbHble NMMcbMa U UCNOoSb30BaTb
crneunarsbHble NOYTOBblE PUMBTPbI.

11. Mpuy4dnte cebsa 3HAKOMUTBLCSA C canTaMu, KOTopble NoceLatT NOAPOCTKM.

12. Hayunte geten yBaxaTb OPYrNX B UHTepHeTe. Y6eauTech, YTO OHM 3HAIOT O TOM,
4YTO NpaBuUia XopoLUEero NoBeAeHNs1 AENCTBYIOT Be3ae - AaXe B BUPTyaribHOM MUpE.

13. O6bACHUTE OETAM, YTO HM B KOEM Crlyvae Hernb3sa ucrnonb3oBatb CeTb Ans
XyINUraHcTBa, pacrnpocTpaHeHUs CNreTeH UM yrpo3 Apyrum NoasiM.

14. Obcyaute ¢ NoapocTkaMum NpoGremMbl CETEBLIX a3apTHBIX UMP U MX BO3MOXKHbIN
puck. HanomHuTe, 4TO OETM HE MOTYT UrpaTh B 3TW UIPbl COMMAcHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE UCNoNb3oBaHne MHTepHeTa Bawwmm pebeHkom! 310 He
HapyLleHne ero fIMYHOro NPOCTPaHCTBA, a Mepa NPegoCTOPOXKHOCTU N NPOSBNEHne
Bawen poantenbckon OTBETCTBEHHOCTU M 3a00Thl.



